
 

Online Safety Group – Guidelines 

AIMS OF THESE GUIDELINES 
 
The safeguarding of students is always of prime concern to the school, and is an equally important issue in the 
virtual / online world as it is in the physical.  Issues with safety of students’ online increase as technology develops 
and, therefore, policies and practices must be in place to grow with the changing risks that students face. 
 
The guidelines below set out to provide direction for supporting all students at the British International School in 
their online endeavours.  These guidelines lay out the purpose of the Online Safety Group and the actions it should 
take to ensure all students are safe when using the virtual world for school purposes.  Training and support is also 
something that the group will oversee to ensure that all staff, students and parents have an increasing awareness 
of online safety for whenever they are using technology, for both school and personal purposes.  
 
The main task of the Online Safety Group is to ensure that all required policies and practices are developed and 
implemented across the school community. This is a task that is best to be managed by a group rather than an 
individual so that maximum protection is provided to students. 
 
ACKNOWLEDGEMENTS 
 
In forming the Online Safety Group, the school acknowledges the following: 

 All students, teachers and parents in the school community are entitled to a safe and secure online 
environment in which to learn, work and function.  All members of the school community are entitled to 
feel safe and valued when dealing with other members of the community online 

 All students are entitled to be able to access the online and in-school technologies and IT provision 
 All members of the school community are entitled to be trained and guided on appropriate use of 

technologies and informed of relevant updates and developments 
 At normal times, the majority of problems might happen outside of school but create a flow-on effect 

within the school 
 At times of increased online usage (such as the COVID-19 pandemic) the potential issues are amplified 

and can occur more so during time 
 , resulting in a more direct impact on the school 
 A range of strategies are required to ensure the maximum protection is provided to students 
 The group needs to engage in regular review of its practices and to be committed to being up to date with 

latest trends, developments and changes in technology so that new or improved strategies can be 
implemented 

 
PURPOSES OF THE ONLINE SAFETY GROUP 
 
The purposes of the Online Safety Group are as follows: 

 To provide a safe and supportive environment for all students online concerning all school work 
 To provide training and guidance to all within the school community so that each person is well equipped 

with the knowledge required to stay safe online.  This may include several different strategies including 
e-safety weeks, ICT month, cyber-bullying awareness programmes etc 

 To ensure there is an ongoing broad e-safety curriculum delivered so that all safety issues are addressed 
according to age and ability ranges  

 To monitor the impact of this curriculum and to review, improve and develop it 
 To monitor and review the overall collection of e-safety and IT provision policies and procedures to ensure 

that they are all current and viable processes 
 To help provide a risk assessment for any new or changed technologies or other IT provisions 
 To engage the school community in promoting good e-safety practices at all times  
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PERSONNEL OF THE ONLINE SAFETY GROUP 
 
The personnel of the Online Safety Group will include the following: 

 Online Safety Group Chair 
 School Principal  
 Senior Leadership Team 
 Student Wellbeing Team including the School Counsellor 
 ICT Department Staff 
 IT Support Staff 
 Parent Representative 
 Student Representative 

 
RESPONSIBILITIES OF THE MEMBERS OF THE ONLINE SAFETY GROUP 
 
Whole-Group Responsibilities: 
 

 Develop, Monitor and review all e-safety, online and relevant IT policies and procedures 
 Monitor the online e-safety incident record (managed by the Student Wellbeing Team) 
 Be made aware of any incidents that may occur and work with the Student Wellbeing Team to help decide 

on any actions required where necessary 
 Monitor any issues that may arise and be up to date with changes and developments in technology that 

may, in particular, have an impact on student safeguarding (eg new apps, changes in security permissions) 
 Discuss and decide on training and awareness programmes for various members of the school community, 

develop and deliver the programmes and review them through feedback from the participants 
 Oversee the development of an ongoing broad e-safety curriculum, its development, implementation and 

review of its effectiveness 
 Oversee all activities and programmses offered with the goal of promoting e-safety  

 
 
Online Safety Leader:  
 
The responsibilities of the Online Safety Leader are: 
 

Leadership of the Online Safety Group 
 

 Take day to day responsibility for online safety issues 
 Chair all meetings, ensure that minutes are taken outlining agenda items to be discussed and action points 

recorded 
 Ensure that all action points from meetings are followed up and provide support where required 
 Share minutes and other relevant documentation with key stakeholders (school leaders etc) 
 Advise and counsel members of the group on matters of online safety 
 Communicate regularly with SLT, the Online Safety Group members and IT support staff to discuss 

current issues, review incident logs and filtering / change control logs 
 Be up-to-date in online safety issues and legislation, be aware of the potential for serious child protection 

issues and to share this information with members of the online safety group  
 

Online Safety Education for Students 
 

 Ensures that online safety education and practices are embedded across the curriculum and promoted, 
encouraged and supported by all teaching staff 
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 Ensure a comprehensive stand-alone curriculum is developed for online safety education which 
addresses the wider aspects of online safety including digital citizenship 

 Ensure that students are actively involved in promoting, designing and delivering online safety 
programmes 

 Ensue that online safety policy and programmes are informed by students’ skills, knowledge and 
understanding of new technologies 

 Ensure student involvement through Digital Leaders and Online Peer Support programmes 
 Oversee student surveys / feedback opportunities on online safety issues and ensure the data are 

collected, analysed and used effectively to inform online safety education programmes  
 Engage students in participating in parent information sessions and promotional videos 

 
Staff Training  

 
 Facilitate training and advice for all staff including non-academic staff 
 Implement regular online safety training for all members of staff (including as part of induction 

programme) that is integrated with all other school policies and processes including safeguarding and 
child protection 

 Work with staff to ensure that appropriate online safety education is embedded throughout the 
curriculum; promoting the responsible use of technology and empowering students to keep themselves 
and others safe online. 

 Support staff to actively engage with local and national events to promote positive online behaviour, eg: 
E-Safety programmes, ICT month, anti-bullying week. 

 Revise and review staff training programmes to ensure they are delivering up-to-date information that 
reflects current best practice and are appropriate for the school community 

 Ensure that evaluations of staff training are used to inform future developments of these programmes 
 Ensure that their own knowledge and skill are refreshed at regular intervals to enable them to keep up-

to-date with current research, legislation and trends. 
 To ensure that all staff are aware of the procedures that need to be followed in the event of an online 

safety incident 
 Facilitate further and more detailed training for themselves and other key staff (eg Child Protection 

Officer)  
 

Parental Engagement and Online Safety Awareness for the Wider Community 
 

 Promote a commitment to e-safeguarding throughout the school community 
 Promote active participation by parents in the online safety of their children 
 Ensure that awareness programmes and information sessions are provided for parents 
 Ensure all necessary documents are shared and available for current and prospective parents  
 Ensure that online safety is promoted to parents and the wider community through a variety of channels 

and approaches such as videos, live online information sessions, documents and posters shared on school 
social media, website and official communication platforms  

 Liaise with the Government Authorities and relevant agencies on matters related to e-safety 
 Ensure all staff take active responsibility for online safety 
 Ensure there are clear and accessible means for parents to report any online safety issues or concerns 
 Ensure that parents are aware of, have read and understood and acknowledged the Acceptable Use Policy 

for Students  
 

Monitoring of Online Safety Incidents  
 

 Oversee the implementation of effective reporting procedures so that all members of the school 
community are aware of how to report incidents and can do so quickly and easily 
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 Ensure that an online safety incidents are logged in a secure location and the logs are kept up to date 
 Ensure that interventions are appropriate and effective in the case of any identified safeguarding issues 

that may arise 
 Ensure privacy and confidentiality of issues logged including highly sensitive information and issues of 

child protection 
 Facilitate regular review of all monitoring records and ensure the Principal and SLT receive regular reports 
 Implement a clear process of reporting incidents to parents 
 Ensure that any serious incidents concerning online safety are informed to the Principal and are reported 

to relevant external authorities where necessary 
 

Policies and Procedures 
 

 Take a leading role in establishing and reviewing the school online safety policies / documents 
 Act as a named point of contact on online safety issues and liaise with other members of staff as 

appropriate. 
 Ensure policies and procedures concerning online safety concerns are in place.  This should include but is 

not limited to; Acceptable Use Policies (AUPs),  Online Safety Policy 
 Ensure there are robust reporting channels that are easily accessible and useable by all members of the 

school community  
 Record online safety incidents and actions taken in accordance with the Online Safety Monitoring 

processes  
 Ensure the whole school community is aware of what is Acceptable Use and understand the sanctions for 

any Unacceptable Use. 
 Liaise with the government authorities and other local and national bodies as appropriate. 

 
Infrastructure and Technology 

 
 Work with the Leadership Team and technical support staff to ensure that appropriate filtering and 

monitoring systems are in place and are effective 
 Take appropriate action in line with all school policies and procedures if the filtering system and 

monitoring approaches identify any causes for concern. 
 
 
School Principal: 

 To create and foster an e-safety culture in the school, ensuring that online safety is fully integrated with 
all other school processes  

 Overall responsibility for e-safety in the school 
 Ensure that all digital and online provisions are in line with government laws and expectations 
 Ensure that all members of the school community are given suitable education, training and awareness 
 Ensure all IT Infrastructure is set up and monitored appropriately  
 To be aware of e-safety monitoring processes and ensure they are suitable and being followed 
 To be aware of any serious online incidents of unacceptable use and / or bullying 
 Receive regular updates and monitoring reports from the Online Safety Leader  
 To ensure School Management are regularly updated on the nature and effectiveness of the school’s 

arrangements for online safety 
 
Senior Leadership: 
 

 Support the Principal and the Online Safety Leader in ensuring effective e-safety throughout the school  
 Ensure that all decisions, policies and practices initiated by the group are in line with the whole school 

policies and strategic direction and are addressing the schools guiding statements 
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 Brief SLT members and other relevant stakeholders of the group’s activities  
Student Wellbeing Staff (including School Counsellor, Section Heads) 
 

 Work with outside agencies as required on issues of e-safety and child protection in relation to technology 
 Maintain the E-safety Incident Register (included as part of the general Behaviour Management Register) 

and ensure that any e-safety issues are addressed accordingly  
 
ICT Teachers: 
 

 Develop a broad E-Safety Curriculum that can be delivered in ICT classes, ensuring that it is in line with 
the school’s ICT curriculum and working with the Student Wellbeing Team ensuring all appropriate points 
are covered 

 Keep up to date with developments and changes in technology and to inform the group of any relevant 
information such as new apps and programs, changes in app security settings, general online trends etc 

 
IT Support Staff: 
 

 Provide updates on any network issues, security concerns or other potential threats that may impact 
student safeguarding 

 Provide advice on usage of filtering to ensure age-appropriate filtering is in place 
 Advise on any other relevant IT issues that may impact student safeguarding 

 
Parent Representative: 
 

 Communicate to the parent body the operations of the online safety group 
 Participate in awareness and information sessions for parents 
 Convey feedback from the parent body to the online safety group 

 
Student Representatives: (One student from boys’ section and girls’ section) 
 

 Communicate to the student body the operations of the online safety group 
 Participate in education and training sessions for students 
 Take a lead with the class digital leaders and encourage them and others to participate in online safety 

education 
 Share in the development of the online safety curriculum, offering their views on new technologies 
 Convey feedback from the students to the online safety group 

 
 
 
 
 
Date of update of these Guidelines:  February 2021 
Date of Review of these Guidelines:  February 2022 
Approved by the Management of British International School Ajman  


